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POLICY

This policy outlines the procedures taken by Martinsville Police Department to utilize FLOCK Safety Automatic License Plate Recognition (ALPR) technology. 

PURPOSE
To establish guidelines for the ethical and lawful use of FLOCK Safety ALPR technology, enhancing public safety while safeguarding individual privacy.
PROCEDURES:
1. Martinsville Police Department shall utilize FLOCK Safety ALPR technology and related system data in accordance with the Code of Virgina. 

2. Training:
A. Officers who use or access FLOCK Safety system must complete department training on the proper use and operation of the system before receiving access to the FLOCK Safety system.  The training will be made available through PowerDMS and a certificate of completion will be provided for training records.  

3. Officers may only use the FLOCK Safety system (Search, Hot List, VMS) for the following purposes; 
A. as part of a criminal investigation into an alleged violation of the Code of Virginia or any ordinance of any county, city, or town where there is a reasonable suspicion that a crime was committed; 
B. as part of an active investigation related to a missing or endangered person, including whether to issue an alert for such person, or a person associated with human trafficking; or 
C. to receive notifications related to a missing or endangered person, a person with an outstanding warrant, a person associated with human trafficking, a stolen vehicle, or a stolen license plate. All information necessary for the creation of an audit trail shall be entered in order to query system data. A law-enforcement agency shall not query or download system data unless such data is related to at least one of these purposes. A law-enforcement agency may download audit trail data for purposes of generating audit reports. A stop of a motor vehicle based on a notification from the system shall be consistent with section 5.

4. Hotlists
A. Flock Safety’s Hot List feature provides the ability to receive alerts on vehicles via an integration into the Federal Bureau of Investigation’s National Crime Information Center (NCIC), which is updated at a minimum, every 24 hours.
B. Officers can place vehicles or license plates on “Custom Hot Lists” to receive alerts. Custom Hot Lists shall only be utilized for reasons defined in section 3.  Custom Hot Lists shall be verified by the entering officer, at minimum, every 24 hours to ensure that the data remains compliant with section 3. (It is recommended that officers set Custom Hot Lists to expire at the end of a 24-hour period.)

5. Procedures for stopping a vehicle in reference to a FLOCK Alert;
A. A notification by FLOCK Safety, also known as a FLOCK Alert, does not, by itself, constitute reasonable suspicion as grounds for law enforcement to stop a vehicle. Prior to stopping a vehicle based on any FLOCK notification, a law-enforcement officer shall:
1. Develop independent reasonable suspicion for the stop; or
2. Confirm that the license plate or identifying characteristics of a vehicle match the information contained in the database used to generate the notification.

6. Prohibited Uses
A. Officers shall not download FLOCK Safety system data that is not related to at least one of the purposes set forth in section 3, except for downloads of audit trail data for purposes of generating audit reports;
B. A law-enforcement agency shall not use the FLOCK Safety System for the purpose of interfering with individuals engaged in lawful activities or tracking individuals on the basis of the content of lawfully protected speech.
C. Any person who willfully and intentionally queries, accesses, or uses the FLOCK Safety System for a purpose other than set forth in section 3, or who willfully and intentionally sells, shares, or disseminates system data or audit trail data in violation of section 9, is guilty of a Class 1 misdemeanor.

7. Internal Audits
A. The Captain of Police Services will conduct monthly internal audits by reviewing FLOCK Safety Search data, Hot List data, and Sharing data to ensure that the FLOCK Safety system is being used in accordance with the Code of Virginia. 
B. The Captain of Police Services will be in charge activating new FLOCK Safety accounts for officers who have completed the required training and deactivating access to officers who no longer work at the department.
1. Each officer that utilizes FLOCK Safety shall utilize a unique password that meets FLOCK Safety security requirements along with the multifactor authentication as an added layer of security.  Officers shall not share passwords, account access or with anyone. 
2. If an officer fails to comply with the standards of this policy, that officer’s FLOCK Safety account will be deactivated until the Chief of Police reviews the violation of policy and determines appropriate action.  

8. Procedures for the retention and destruction of system data and audit trail data;
A. System data shall be purged after 21 days of the date of its capture in such a manner that such data is destroyed and not recoverable by either FLOCK Safety or the Martinsville Police. 
B. Audit trail data shall be purged two years after the date of its capture in such a manner that such data is destroyed and not recoverable by either FLOCK Safety or Martinville Police Department. 
C. However, if the system data or the audit trail data is part of an ongoing investigation, prosecution, or civil action, such data shall be retained by the Martinsville Police Department until 
1. The investigation concludes without any criminal charges or 
2. The final disposition of any criminal or civil matter related to the data, including any direct appeals and any writs of habeas corpus pursuant to Virginia Law or federal law, in accordance with applicable records retention law and policy.

9. A prohibition on the sale of system data and audit trail data and restrictions on the sharing of system data and audit trail data;
A. System data and audit trail data shall not be subject to disclosure under the Virginia Freedom of Information Act (§ 2.2-3700 et seq.). 
B. Martinsville Police shall not 
1. sell any system data or audit trail data 
2. share system data or audit trail data with, or disseminate such data to, any database of any other state, federal, private, or commercial entity. 
C. Martinsville Police may share system data or audit trail data for the following purposes:
1. With another law-enforcement agency for purposes set forth in section 5, which may include allowing another law-enforcement agency to query system data, provided that the agency receiving such data shall comply with all of the provisions of this section;
2. With the attorney for the Commonwealth for purposes set forth in section 5 or for complying with discovery or a court order in a criminal proceeding;
3. With a defendant or his counsel for purposes of complying with discovery or a court order in a criminal proceeding;
4. Pursuant to a court order or a court-issued subpoena duces tecum in any criminal or civil proceeding;
5. With FLOCK for maintenance or quality assurance purposes; or
6. To alert the public to an emergency situation, a missing or endangered person, a person associated with human trafficking, or a person with an outstanding warrant.

10. Security procedures to protect system data, and audit trail data from unauthorized access, destruction, use, modification, or disclosure;
A. FLOCK Safety system data is in compliance with the Code of Virginia and it’s security requirements. FLOCK Safety will not sell or share data except at request of Martinsville Police Department, and only access data upon request for maintenance and quality assurance; 
B. FLOCK Safety system will purge data after 21 days; produce an audit trail and purge an audit trail after 2 years; update databases every 24 hours; and meets security standards established by Virginia Information Technologies Agency.
C. Martinsville Police shall adhere to the requirements described in the Code of Virginia and this policy to protect system data and audit trail data from unauthorized access, destruction, use, modification, or disclosure.
